
 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 
Copyright © GDPR4H project  

This deliverable is licensed under a Creative Commons Attribution-ShareAlike 4.0 
International License. 

 

Module 1:  
The importance and 
necessity of GDPR 
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Background: the need for a harmonized data protection law 
 

The right to privacy is part of the 1950 European Convention on Human Rights, which states, 
“Everyone has the right to respect for his private and family life, his home and his correspondence.” 
As technology progressed and the Internet was invented, the EU recognized the need for modern 
protections. In 1995, the EU passed the European Data Protection Directive, establishing minimum 
data privacy and security standards. Each Member State could base its own national legislation 
implementing the Directive. However, in today’s digital world the Directive had no longer relevance. 
Harmonizing the law of all 28 Member States was one of the main purposes for enacting the EU Data 
Protection Directive, which as history shows was the foundation for the EU data protection laws prior 
to the establishment of the GDPR.  

The rules for the protection of the fundamental rights and freedoms of natural persons with regard 
to the processing of personal data are to be ensured throughout the Union consistently and 
homogenously. 

The General Data Protection Regulation (GDPR) entered into force in 2016 and as of May 25, 2018, all 
organizations established within the EU or dealing with information pertaining to EU citizens and 
businesses are required to be compliant. The GDPR, established a more harmonized set of rules for all 
Member States. GDPR also applies to any company based outside of the EU once it handles the 
personal data of EU citizens.  

It should be mentioned that the EU’s intention to replace the Directive with a Regulation was 
intentional so as to disallow Member States from departing from the principles of the regulation in 
their attempt to transpose another Directive. Although the Regulation is directly applicable to all 
Member States, it has been observed that some Member States have implemented the Regulation 
with some additional standards throughout the EU.  

The GDPR contains some 99 articles. Of those, 34 are ministerial and deal with formal matters such as 
the creation of the European Data Protection Board. In fact, 30 articles explicitly permit member states 
to diverge from the standard set forth in the article. This can be observed clearly from Recital 10 of 
the GDPR that allows for Member States to diversify:  

 “… Regarding the processing of personal data for compliance with a legal obligation, for the 
performance of a task carried out in the public interest or in the exercise of official authority vested 
in the controller, Member States should be allowed to maintain or introduce national provisions to 
further specify the application of the rules of this Regulation…. This Regulation also provides a 
margin of manoeuvre for Member States to specify its rules ….”  
 
Thus, although member states cannot adapt or modify the GDPR, they still need national legislations 
to accompany the regulation in order to fit it into their legal frameworks including the variations that 
are permitted.  
  



 

 

The main principles of GDPR 

Article 5 of the GDPR sets out seven key principles which lay at the heart of the general data 
protection regulation. These principles embody the spirit of the general data protection 
regime and are the fundamental basis of compliance with data protection practice.  

Article 5(1) requires that personal data shall be:   

“(a) processed lawfully, fairly and in a transparent manner in relation to individuals 
(‘lawfulness, fairness and transparency’); 

This principle ensures that organizations have a thorough understanding of the 
GDPR and its rules for data collection. It further ensures that they remain 
transparent with their data subjects and that they state in their privacy policy 
the type of data they collect and the reason they are collecting it. 

(b) collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; further processing for archiving purposes 
in the public interest, scientific or historical research purposes or statistical purposes shall not 
be considered to be incompatible with the initial purposes (‘purpose limitation’); 

This principles ensures that organizations clearly state the purpose of collecting 
data and only collect data for as long is necessary to complete that purpose. 

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which 
they are processed (‘data minimization’); 

This principle ensures that organizations only process the personal data that 
they need to achieve their processing purposes. Data minimization ensures that 
data is accurate and up to date. 

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that personal data that are inaccurate, having regard to the purposes for which they 
are processed, are erased or rectified without delay (‘accuracy’); 

This principle ensures that “every reasonable step must be taken” to erase or 
rectify data that is inaccurate or incomplete. Individuals have the right to 
request inaccurate or incomplete data to be erased or rectified within 30 days. 

(e) kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data are processed; personal data may be stored for 
longer periods insofar as the personal data will be processed solely for archiving purposes in 
the public interest, scientific or historical research purposes or statistical purposes subject to 
implementation of the appropriate technical and organizational measures required by the 
GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’); 



 

 

This principles ensures that organizations need to delete personal data when 
it’s no longer necessary.  

(f) processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorized or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organizational measures (‘integrity and 
confidentiality’).” 

This is the only principle that deals explicitly with security.  

Article 5(2) adds that: 

“The controller shall be responsible for, and be able to demonstrate compliance with, 
paragraph 1 (‘accountability’).” 

 

Check the 6+1 Principles of GDPR  

1. lawfulness, fairness and transparency 
2. purpose limitation 
3. data minimization 
4. accuracy 
5. storage limitation 
6. integrity and confidentiality 
7. Accountability principle 

 
 
  



 

 

GDPR application and scope 
 
The scope of the GDPR covers any business or organization that processes the personal data 
of EU citizens or residents, or offers goods or services to individuals in the EU. The GDPR 
applies to such business/organization even if they are not established in the EU. This means 
that the territorial reach of the GDPR is far beyond the bounds of the EU Member States and 
as such, non-EU companies should take the EU privacy laws much more seriously than before.  
 
The GDPR jurisdiction is less related to the location of a business but rather more to the scope 
and location of the business activity. 
 
The material scope of the GDPR is governed by Article 2 which states that the Regulation 
applies to the processing of “personal data,” which is defined to mean any information 
relating to an identified or identifiable natural person (a “data subject”). The Regulation is 
applicable to the processing completely or partly by automated means, such as digital 
databases. In addition, the processing of personal data by any other means is also regulated 
by the GDPR when these data are included in a filing system or are intended to be used in 
such a filing system.  
 
It should be made clear that the GDPR does not apply to the processing of personal data by 
EU Member States when it concerns activities performed within the framework of the 
common foreign and security policy such as political cooperation, prevention of conflicts and 
humanitarian aid. 

Under the GDPR companies/organizations should ensure that personal data is processed with 
the highest privacy protection so that by default personal data isn’t made accessible to an 
indefinite number of persons.  

Example of what data protection ‘by default’ means 

A social media platform (Health app) should be encouraged to set users’ profile settings in 
the most privacy-friendly setting by, for example, limiting from the start the accessibility of 
the users’ profile so that it isn’t accessible by default to an indefinite number of persons. 

 

 
 
  



 

 

Processing personal data and sensitive data 

What is personal data? 

The EU’s GDPR only applies to personal data, which is any piece of information that relates to 
an identifiable person. It’s crucial for any business to understand this concept.  

GDPR Article 4, defines “personal data” as: 

any information relating to an identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by 
reference to an identifier such as a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person. 

Secondly it is important to understand that the GDPR only applies to personal data processed 
in one of two ways: 

 Personal data processed wholly or partly by automated means (or, information in 
electronic form); and 

 Personal data processed in a non-automated manner which forms part of, or is 
intended to form part of, a ‘filing system’ (or, written records in a manual filing 
system). 

The GDPR requires that consideration be given to how the data is being used. This makes the 
impact this data could have on an individual as the vital issue of what constitutes processing. 
It all depends on the reason for which the organization is processing the data. If an 
organization processes data for the sole purpose of identifying someone, then the data are, 
by definition, personal data. 

What is sensitive data? 

The following personal data is considered ‘sensitive’ and is subject to specific processing 
conditions: 

 personal data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs; 

 trade-union membership; 
 genetic data, biometric data processed solely to identify a human being; 
 health-related data; 
 data concerning a person’s sex life or sexual orientation. 

Chapter 3 of the GDPR lays out the data privacy rights and principles that all “natural persons” 
are guaranteed under EU law. As an organization, business and DPO you are obligated to 



 

 

facilitate these rights. Furthermore, the GDPR in certain situations requires companies to get 
a person’s consent before collecting or processing their data.  

In order to process personal data lawfully, you should base the reason of collecting the 
personal data on one of the legal basis identified in Article 6 of GDPR. Consent is just one of 
the legal bases you can use to justify your collection, handling, and/or storage of people’s 
personal data. 

What is a data controller or a data processor? 

The data controller is he who determines the purposes for which and the means by which 
personal data is processed. So, if your company/organization decides ‘why’ and ‘how’ the 
personal data should be processed it is the data controller. Employees processing personal 
data within your organization do so to fulfil your tasks as data controller. The data processor 
processes personal data only on behalf of the controller. The data processor is usually a third 
party external to the company.  

Art. 6 GDPR Lawfulness of processing 

1. 1Processing shall be lawful only if and to the extent that at least one of the following 
applies: 

1. the data subject has given consent to the processing of his or her 
personal data for one or more specific purposes; 

2. processing is necessary for the performance of a contract to which the 
data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract; 

3. processing is necessary for compliance with a legal obligation to which 
the controller is subject; 

4. processing is necessary in order to protect the vital interests of the data 
subject or of another natural person; 

5. processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the 
controller; 

6. processing is necessary for the purposes of the legitimate interests 
pursued by the controller or by a third party, except where such 
interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal 
data, in particular where the data subject is a child. 

You only need to choose one legal basis for data processing, but once you’ve chosen it you 
have to stick with it. You cannot change your legal basis later. However, you are allowed to 
have more than one legal basis as justification.   

 



 

 

Case study of Controller and Processor  

A pharmaceutical association has many employees. It signs a contract with a payroll 
company to pay the wages. The brewery tells the payroll company when the wages should 
be paid, when an employee leaves or has a pay rise, and provides all other details for the 
salary slip and payment. The payroll company provides the IT system and stores the 
employees’ data. The pharmaceutical is the data controller and the payroll company is the 
data processor. 

 

Example of when you can process sensitive data? 

A doctor sees a number of patients at his clinic. He logs the visit in a database that includes 
fields such as name/surname of patient, description of symptoms and medication 
prescribed. That is considered to be sensitive data. The processing of health data by the 
clinic is allowed under the data protection law because it is required to treat the person 
and is carried out under the responsibility of a doctor who is subject to an obligation of 
professional secrecy. 

 
 
 
  



 

 

Data subjects’ rights  

Data subject is any person whose data is processed. Examples could be employees, 
customers, site visitors, patients etc. The EU GDPR under Chapter 3 gives individuals eight 
rights relating to their personal data. 

These 8 rights are: 

1. The right to be informed 

 Organizations need to tell individuals concisely and with simple language what data 
they are collecting, how it is going to be used and for how long they will use it. 
Individuals also have the right be informed if their data will be shared to a third party. 

2. The right of access 

Individuals can request access to their data and organizations have one month to 
provide them access to this information.  

3. The right to rectification 

Individuals can request for their data to be updated by an organization if they discover 
that it is inaccurate and again the organizations have one month to rectify it.  

4. The right to erasure 

Individuals can request that organizations erase their data because they think the data 
is no longer necessary, it was unlawfully processed or they decide to withdraw their 
consent.  

5. The right to restrict processing 

Individuals have the right to request that an organization limits the way it uses their 
personal data.  

6. The right to data portability 

This right only applies when an individual has provided personal data to controllers by 
way of a contract or consent and want to obtain or reuse their personal data for their 
own purposes.  

7. The right to object 

Individuals can object to the processing of personal data that is collected on the 
grounds of legitimate interests or the performance of a task in the interest/exercise of 



 

 

official authority. Organisations must stop processing information unless they can 
demonstrate compelling legitimate grounds for the processing that overrides the 
interests, rights and freedoms of the individual or if the processing is for the 
establishment or exercise of defence of legal claims. 

8. Rights in relation to automated decision making and profiling 

The GDPR includes provisions for decisions made with no human involvement, such as 
profiling, which uses personal data to make calculated assumptions about individuals. 
There are strict rules about this kind of processing, and individuals are permitted to 
challenge and request a review of the processing if they believe the GDPR rules aren’t 
being followed. 

 
  



 

 

Lesson 1: The importance and necessity of GDPR 
 
To whom does the GDPR apply to? 

o The GDPR is a new law that applies to the major browsers, and it’s up to them to 
make sure they’re compliant 

o The GDPR is a legally enforced EU regulation that governs how organisations and 
companies use and maintain the integrity of personal data 

o The GDPR is a data privacy law that only applies to companies from the USA 

GDPR applies to which types of individuals or organizations:  

o Any organization that processes personal data 
o All data controllers and processors established in the EU and organizations that 

target EU citizens 
o Data controllers operating in the EU 

What is not a principle of the GDPR?  

o lawfulness, fairness and transparency 
o purpose limitation 
o Equal dissemination  
o data minimization 

How does the GDPR define ‘personal data’? 

a) Any information relating to an identified or identifiable natural person 
b) An idividuals IP addresses and all personal online information is considered personal 

data 
c) An individuals personal bank details and postal address 

The GDPR defines a certain data protection role as “... the natural or legal person, public 
authority, agency or other body which, alone or jointly with others, determines the 
purposes and means of the processing of personal data.” Which role is this? 

d) A.Processor 
e) B.Controller 
f) C.Supervisory authority 
g) D.Data protection officer 
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Module 1:  
Competency in the 

field of data security 
Lesson 2, Unit 1-4 

 



 

 

Role of a DPO in data security 

The purpose of the General Data Protection Regulation (GDPR) is to safeguard personal data 
on the Internet. Within this context the regulation requires most organizations that handle 
individuals’ data to appoint an employee that will oversee the organization’s GDPR 
compliance. Usually this is the role of the Data Protection Officer, or otherwise known as DPO.  

A company or an organization will need to appoint a DPO, if its core activities involve 
processing sensitive data on a large scale or involves large scale, regular and systematic 
monitoring of individuals. 

Article 38 of the GDPR, establishes the position of the DPO, and states that “The controller 
and the processor shall ensure that the data protection officer is involved, properly and in a 
timely manner, in all issues which relate to the protection of personal data.”  

DPO’s are shielded from interference from other employees in the same organization and are 
bound by confidentiality in the performance of their tasks.   

What are the tasks and responsibilities of the DPO? 

Articles 38 and 39 of the GDPR assign six major tasks to the DPO: 

 To receive comments and questions from data subjects related to the processing of 
their personal data and the GDPR. 

 To inform an organization and its employees of their obligations under the GDPR and 
any other applicable EU member state data protection laws. 

 To monitor the organization’s compliance with the GDPR and train staff on 
compliance, and also perform audits. 

 To perform data protection impact assessments (Article 35). 
 To cooperate with the data protection supervisory authority. 
 To act as the focal point for the data protection supervisory authority on matters 

relating to the processing of personal data and other matters, where appropriate. 

What skills are required by the DPO? 

A DPO must have the technical expertise to conduct GDPR assessments and a legal 
understanding of privacy and data protection laws in all jurisdictions in which their 
organization operates. Taking into consideration the rapid pace of technological 
developments, any DPO must be willing to stay up to date with tech and GDPR news. 

What types of organizations are required to have a DPO? 

All organizations, regardless of the type or size, that handle EU residents’ personal 
information should have someone in the organization who is tasked with monitoring GDPR 



 

 

compliance (Article 25). A company or organization will be required to have a DPO only if they 
meet one of the three following criteria:   

 Public authority — The processing of personal data is done by a public body or public 
authorities, with exemptions granted to courts and other independent judicial 
authorities. 

 Large scale, regular monitoring — The processing of personal data is the core activity 
of an organization who regularly and systematically observes its “data subjects” 
(which, under the GDPR, means citizens or residents of the EU) on a large scale. 

 Large-scale special data categories — The processing of specific “special” data 
categories (as defined by the GDPR) is part of an organization’s core activity and is 
done on a large scale. 

Hospitals should consider processing health data, such as patient’s health records, as one of 
any hospital’s core activities and hospitals must therefore designate DPOs. 

Furthermore, the GDPR provides businesses/organizations with a set of tools to help 
demonstrate accountability, some of which are mandatory and other which are optional. For 
example, in specific cases the establishment of a DPO or the requirement to conduct data 
protection impact assessments (DPIA) may be mandatory. Data controllers can choose to use 
other tools such as codes of conduct and certification mechanisms to demonstrate 
compliance with data protection principles. Both codes of conduct and certification are 
optional instruments and therefore it is up to a company/organization to decide whether to 
adhere to a given code of conduct or to request certification.  

Example when a DPO is mandatory 

A DPO is mandatory for example when your company/organization is: 

 a hospital processing large sets of sensitive data; 
 a security company responsible for monitoring shopping centres and public spaces; 
 a small head-hunting company that profiles individuals. 

Example when a DPO is not mandatory 

A DPO isn’t mandatory if: 

 you’re a local community doctor and you process personal data of your patients 
 you have a small law firm and you process personal data of your clients 

 



 

 

Case study when an organization must notify the Data Protection Authority and 
individuals 

Example 1: 

The data of a textile company’s employees has been disclosed. The data included the 
personal addresses, family composition, monthly salary and medical claims of each 
employee. In that case, the textile company must inform the supervisory authority of the 
breach. Since the personal data includes sensitive data, such as health data, the company 
has to notify the employees as well. 

Example 2:  

A hospital employee decides to copy patients’ details onto a CD and publishes them online. 
The hospital finds out a few days later. As soon as the hospital finds out, it has 72 hours to 
inform the supervisory authority and, since the personal details contain sensitive 
information such as whether a patient has cancer, is pregnant, etc., it has to inform the 
patients as well. In that case, there would be doubts about whether the hospital has 
implemented appropriate technical and organizational protection measures. If it had 
indeed implemented appropriate protection measures (for example encrypting the data), 
a material risk would be unlikely and it could be exempt from notifying the patients 

 

  



 

 

Breaches, Reporting and Fines   
 
The GDPR, establishes financial penalties for breaches of its rules. In most cases, breaches will 
result in administrative fees however, other than the administrative fines, Article 82 of the 
GDPR provides data subjects the right to seek compensation from organizations that cause 
them material or non-material damage as a result of a GDPR infringement. This means that 
individuals can also claim compensation if a company or an organisation infringed the General 
Data Protection Regulation (GDPR) and they have suffered material damages, such as 
financial loss or non-material damages, such as reputational loss or psychological distress. 
Compensation can be claimed directly from the organisation or before the competent 
national courts.  
 
It is important to note that GDPR was designed to apply to all types of businesses, from multi-
nationals down to micro-enterprises. This means that any organization that is not GDPR 
compliant, regardless of its size, faces significant liability. 

What is a data breach and what do we have to do in case of a data breach? 
 
The GDPR defines a “personal data breach” in Article 4(12) as “a breach of security leading to 
the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access 
to, personal data transmitted, stored or otherwise processed.” 

As an organization it is vital to implement appropriate technical and organizational measures 
to avoid possible data breaches.  

It must be clarified that Article 4(12), also states that the GDPR only applies where there is a 
breach of personal data.  

If your company/organization is a data processor it must notify every data breach to the data 
controller. If the data breach poses a high risk to those individuals affected then they should 
all also be informed, unless there are effective technical and organizational protection 
measures that have been put in place, or other measures that ensure that the risk is no longer 
likely to materialize.  

When should a controller notify a supervisory authority?  
 
Article 33(1) provides that “In the case of a personal data breach, the controller shall without 
undue delay and, where feasible, not later than 72 hours after having become aware of it, 
notify the personal data breach to the supervisory authority competent in accordance with 
Article 55, unless the personal data breach is unlikely to result in a risk to the rights and 
freedoms of natural persons. Where the notification to the supervisory authority is not made 
within 72 hours, it shall be accompanied by reasons for the delay.” 
 
When does a controller become “aware” under the GDPR?  
 



 

 

A controller should be regarded as having become “aware” when that controller has a 
reasonable degree of certainty that a security incident has occurred and as a result personal 
data has been compromised. It should be noted that the GDPR requires the controller to 
implement appropriate technical protection and organizational measures that would make it 
possible to establish immediately whether a breach has taken place and to inform promptly 
the supervisory authority and the data subjects. This puts an obligation on the controller to 
ensure that they will be “aware” of any breaches in a timely manner. 
 
With regards to fines, there are two level of fines imposed due to non-compliance with GDPR.  
 
GDPR fines are specifically designed to render non-compliance with GDPR a very costly 
mistake for both large and small businesses.  
 
The fines imposed by the GDPR under Article 83 and are considered administrative fines. The 
less severe infringements could result in a fine of up to €10 million, or 2% of the firm’s 
worldwide annual revenue from the preceding financial year, whichever amount is higher. 
The more serious infringements, could result in a fine of up to €20 million, or 4% of the firm’s 
worldwide annual revenue from the preceding financial year, whichever amount is higher. 
 
The below chart identifies which infringements incur which type of penalty (severe or less 
severe):  

 

 

  

Violations of Articles 8, 11, 25-29, 41- 43 will be subject to less severe infringements.  
Violations of Articles 5, 6, 7, 9, 12-22, 44-49 will be subject to severe infringements.  



 

 

Enforcement and Compliance Mechanisms    

The European Data Protection Board (EDPB) is an EU body in charge of the application of the 
General Data Protection Regulation (GDPR) as of 25 May 2018. It’s made up of the head of 
each Data Protection Authority (DPA) and of the European Data Protection Supervisor (EDPS) 
or their representatives. The EDPB ensures that the data protection law is applied consistently 
across the EU and works to ensure effective cooperation amongst DPAs. 

The Board can issue guidelines on the interpretation of core concepts of the GDPR but can 
also be called to rule by binding decisions on disputes regarding cross-border processing. This 
way the Board will ensure a uniform application of EU rules.  

If a breach is found and infringements are considered, it is important to know who assesses 
these infringements and administers the fines.  

Under the GDPR, fines are administered by the data protection regulator in each EU country. 
Proceedings are brought before the courts of the EU Member State where the controller or 
processor has an establishment or where the citizen claiming compensation lives (habitual 
residence). That authority will determine whether an infringement has occurred and the 
severity of the penalty that it will administer.  
 
National authorities will use the following 10 criteria to determine whether a fine will be 
assessed and in what amount: 

1. Gravity and nature — The overall picture of the infringement. What happened, how 
it happened, why it happened, the number of people affected, the damage they 
suffered, and how long it took to resolve. 

2. Intention — Whether the infringement was intentional or the result of negligence. 
3. Mitigation — Whether the firm took any actions to mitigate the damage suffered by 

people affected by the infringement. 
4. Precautionary measures — The amount of technical and organizational preparation 

the firm had previously implemented to be in compliance with the GDPR. 
5. History — Any relevant previous infringements, including infringements under the 

Data Protection Directive (not just the GDPR), as well as compliance with past 
administrative corrective actions under the GDPR. 

6. Cooperation — Whether the firm cooperated with the supervisory authority to 
discover and remedy the infringement. 

7. Data category — What type of personal data the infringement affects. 
8. Notification — Whether the firm, or a designated third party, proactively reported the 

infringement to the supervisory authority. 
9. Certification — Whether the firm followed approved codes of conduct or was 

previously certified. 
10. Aggravating/mitigating factors — Any other issues arising from circumstances of the 

case, including financial benefits gained or losses avoided as a result of the 
infringement. 



 

 

If a national authority or regulator finds that an organization has more than one GDPR 
violation, then the organization will be penalized with the most severe one.  

Official websites of the European Data Protection Board and the relevant authorities 
(Source: https://edpb.europa.eu/edpb_en) 

The DPO can be informed through this website regarding the following: 
- GDPR: Guidelines, Recommendations, Best Practices 
- Police & Justice: Guidelines, Recommendations, Best Practices 
- Consistency Findings 
- Opinions 
- EDPB/EDPS Joint Opinions 
- Binding Decisions 
- Register for Decisions taken by supervisory authorities and courts on issues handled 

in the consistency mechanism 
- Letters 
- Public Consultations 
- Accountability Tools 
- Register for Codes of Conduct, amendments and extensions 
- Register of certification mechanisms, seals and marks 
- Register of approved binding corporate rules 

 

  



 

 

Lesson 2: Competency in the field of data security 

What is considered as legal consent in the GDPR? 

o A pre-ticked box which automatically provides user consent 
o Clicking OK to a GDPR pop up notification 
o A clear action where the data subject freely and specifically expresses their consent 

to the processing of personal data 

One of the obligations of the GDPR is that companies and DPO’s maintain records of 
processing activity. What should these records contain in particular? 

o The purposes of the processing operation, a description of the categories of data 
subjects and categories of personal data   

o The list of all subcontractors involved in the processing operation 
o The volume of data processed 

What should a company do to prepare its employees for GDPR? 

o Train privacy personnel and employees  
o Audit and update data policies  
o Employ a Data Protection Officer (if required)  
o Create and manage compliant vendor contracts  
o All of the above 

What will be the penalty for an organization that breaches the GDPR? 

a) 20 Million Euros  
b) 4% of Annual Global Turnover  
c) 10 Million Euros  
d) 20 Million Euros or 4% of Annual Global Turnover, whichever is greater  

According to the GDPR, under what circumstances is it mandatory to appoint a Data 
Protection Officer (DPO)? 

a) The organization is a Public Authority  
b) The organization engages in large scale systematic monitoring  
c) The organization engages in large scale processing of sensitive personal data  
d) All of the above  

 
What is the time frame set for the organizations to act upon data access request by the 
data subjects? 

a) 15 days  
b) 30 days  



 

 

c) 45 days  
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Module 1:  
GDPR Compliance in 

Health 
 

Lesson 3, Unit 1-2 

 



 

 

 

Privacy and medical confidentiality 
 
Since the GDPR came into force, it has strengthened the rights of patients by providing them the rights 
to know which data of theirs is being processed, by whom, why and how. There are however 
exceptions. It is in fact a common misconception that consent is always needed for any processing of 
personal data, but there are alternative lawful bases for processing also included in the GDPR.  
 

The GDPR creates a lawful basis for processing special category health data when it is for the provision 
of direct care that does not require explicit consent. Generally data controllers must establish both a 
lawful basis for processing and a special category condition for processing in order for the processing 
to be lawful.   

Article 6 (e) states that “processing is necessary for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in the controller” 

Article 9 (h) states that “processing is necessary for the purposes of preventive or occupational 
medicine, for the assessment of the working capacity of the employee, medical diagnosis, the 
provision of health or social care or treatment or the management of health or social care systems” 

The processing of health data at certain instances may occur without consent but is considered lawful 
if it takes place for  

 preventive medicine purposes,  

 diagnosis assistance,  

 health or social therapy,  

 management of health or social services (care purposes) 

 reasons of public interest 

 scientific or historical research for statistical purposes 
 
In all other cases, the processing of health data requires the consent of the data subject.  
 

For example  
 
Academic and hospital researchers it is very likely that they can use “task in the public interest” as 
a lawful basis. In general this means that the processing is not done for any commercial or private 
gain but rather for societal benefits.  
 
For health professionals like doctors who are bound to professional secrecy, the patient's consent 
must no longer be required for treatments necessary for the provision of health services, provided 
that the data are necessary for the "purposes of treatment" provided by the G.D.P.R. The purpose 
of treatment exists whenever a doctor makes prevention diagnosis, health care or treatment. 
 



 

 

 

To be clear, for purposes other than the provision of direct care and if a practice is relying on explicit 
consent as the legal basis for processing, the GDPR sets out certain requirements in order for consent 
to be valid: consent must be ‘freely given, specific, informed and an unambiguous indication of the 
data subject’s agreement’. If explicit consent does not meet these four criteria it will almost certainly 
be invalid for the purpose of the GDPR 
 
  



 

 

Impact of GDPR in health and Best Practices  
 
Having entered the digital health age, a growing number of healthcare organizations such as hospitals 
and healthcare institutions are embracing information and communication technologies (ICTs) to 
support and grow their healthcare practices. For individual patients, it has become common practice 
to go online to search health information. Electronic health records are built to enable the 
communication of patient data between different healthcare professionals. Telemedicine improves 
access to medical to provide physical and psychological treatment from a distance. Something that is 
expected to increase drastically as a new permanent method of medical treatment after the Covid-19 
crisis in 2020. Many internet health platforms are created to provide healthcare information to 
practitioners, researchers and patients, collecting aggregate and patient-level health data, and 
printing e-prescriptions to patients. Within this new digital age, the impact of the GDPR in the health 
care sector is ever-growing and evolving.  

The healthcare sector and the organizations operating within it are in a uniquely vital position in 
relation to data protection as they handle a vast spectrum of data — from financial records and health 
insurance information to patient test results and biometric information. Some of these data types are 
more sensitive than the typical information collected by non-healthcare organizations because they 
are specifically linked to an individual. For example, a person can create a new email address but can’t 
change his or her medical history. This is also why the GDPR expressly defines three types of “health 
data” that require special protection: data concerning health, genetic data, and biometric data. These 
are classified as sensitive personal data, and the regulation generally prohibits any kind of processing 
for these unless explicit consent is given or very specific conditions are met (see Unit 9).  

As healthcare organizations like private and public hospitals, medical device manufacturers, and 
health insurance providers manage personal data, including the special categories, their compliance 
with the GDPR requirements is critical. 

In recent years, and especially in the ever-increasing digital era, many types of healthcare 
organizations have been highly targeted by cybercriminals looking to profit from the unique and 
valuable data they store. Victims which are organizations can be targeted using different methods 
such as ransomware, phishing, malicious spam, and so on. This in fact separates health organizations 
from other types of businesses as they have very valuable information and need to be alert for not 
only securely storing the data they hold but also securing their GDPR compliance because data 
breaches that put individuals at risk can be fined. 

For example, connected hospitals have to also be careful of their supply chain compromises. Third-
party suppliers that develop partnerships with healthcare organizations such as hospitals have access 
to sensitive data and devices. This has its risks as cyberattacks in the supply chain can come through 
different methods. Once again leaving individual data at risk and opening up an organization to liability 
due to the breach.  

In order to be GDPR compliant, one has to not only “be” compliant but “show” that they are 
compliant. Certain best practices to demonstrate compliance in the healthcare sector are:  

 Organizations should reinforce their data management framework and adopt new policies for 
accessibility, archiving, organization, and protection.  



 

 

 Organizations should designate data protection responsibilities to all members of the 
team. 

 Maintain detailed documentation of the data being collecting, how it’s used, where 
it’s stored, which employee is responsible for it, etc. 

 Train your staff and implement technical and organizational security measures. 
 Have Data Processing Agreement contracts in place with third parties you contract to 

process data for you.  
 Conduct risk assessments.  
 Ensure that all partner companies the organization works with are compliant with the GDPR 

and are reliable partners in data protection. 
 Appoint a Data Protection Officer, when necessary.  

General best practices that will help secure data and hospital networks include: network 
segmentation, firewalls, antimalware solutions, Breach Detection Systems (BDS), security systems that 
detect and prevent network attacks, and encryption technologies. 
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Effective data protection strategies/Compliance Checklist for the EU 
GDPR 

It is clear that the GDPR has had a major effect on national legislations where countries 
introduced their own data protection laws. It is also clear that complying with the EU GDPR is 
an obligation for all organizations established within the EU or dealing with information 
pertaining to EU citizens and businesses. As such GDPR4H has created a checklist summarizing 
certain steps a DPO in any type of business should take into consideration in order to check 
their compliance level to the GDPR. Taking into consideration the legal principles and 
provisions of the GDPR that you have learned from this Course Module, you can use the 
checklist to establish or check your organizations compliance level.  

GDPR compliance checklist 
This checklist is not an exhaustive list as various types of organisations and business may vary 
in practice of complying with the GDPR. Nevertheless, it sets a minimum requirement of 
compliance that can be checked across a large array of businesses.  

1. Carry out an information audit to comply with GDPR’s  

The Principle of Accountability requires that organizations demonstrate how they are 
compliant with data protection principles whilst carrying out their business. Review your 
current privacy notices and put a plan in place to make any necessary changes. An information 
audit can help you identify areas that could cause compliance problems under the GDPR.: 

 why you are processing it 
 how did you get it 
 what is the purpose of processing 
 how long do you plan to keep it 
 who you share it with, or might share it with, and how 

2. Understand your legal basis for processing personal data: Principle of 
Lawfulness  

In order for processing to be lawful under the GDPR, you must identify a legal basis before 
you can process personal data and document it accordingly. You need to understand and 
know the various types of data processing you carry out and identify your legal basis for 
carrying it out and document it.  

There are six legal basis for processing data under the GDPR, including: 

 consent of the individual 
 contractual necessity 



 

 

 compliance with legal obligations 
 vital interests of the data subjects 
 public interest 
 legitimate interests 

3. Review your use of consent 

Under the GDPR, you must be able to demonstrate that consent has been given and keep 
some form of record of how and when you have sought and received consent. The GDPR sets 
a high standard for ‘consent’ and ‘explicit consent’. Both forms of consent under GDPR have 
to be: 

 freely given 
 specific 
 informed 
 an unambiguous indication of the individual’s wishes 

For example, if you rely on individuals’ consent to process their data, make sure it meets the 
standards set by the GDPR. If you find that your legal basis does not meet the standards, alter 
your consent mechanisms or find an alternative to consent. You should review the systems 
you have for recording consent and ensure you have an effective audit trail. 

4. Review and update your privacy notices and policies: Principle of Transparency 

Under GDPR, you must provide privacy information in clear and plain language. You must 
include in your privacy notices certain additional information, such as: 

 the legal basis for processing the data 
 data retention periods 
 rights of individuals to complain about the manner in which you handle their data 
 whether data will be subject to automated decision-making 

5. Consider the increased individuals' rights under GDPR 

Check your procedures and systems to ensure they align to the new rights under the GDPR 
and make sure you have in place procedures that will enable you to deal with cases where for 
example individual requests that you provide them with the data you have on them. 

The main rights for individuals under the GDPR are to: 

 right to have inaccuracies corrected 
 right to have information erased 
 right to prevent direct marketing 
 right to prevent automated decision-marking and profiling 
 right to data portability 



 

 

The key thing here is to make sure you have the procedures in place so you can comply with, 
for example, an electronically and in a commonly used format. 

 allow subject access 
 have inaccuracies corrected 
 have information erased 
 prevent direct marketing 
 prevent automated decision-making and profiling 
 allow data portability (as per the paragraph above)  

6. Established procedures to detect and report data security breaches 

The GDPR introduces a duty on all organisations to report certain types of data breaches, and 
in some cases to the individuals that are likely to suffer some form of damage. Make sure you 
put in place clear policies and procedures to ensure that you can detect quickly any data 
breach, react appropriately and notify in timely manner when it is required. 

Failing to report a breach could result in a fine. 

7. Prepare for 'privacy by design' and privacy impact assessments: Accountability 
Principle 

Under GDPR, you must implement technical and organisational measures to show that you 
have considered and integrated data protection into your processing activities. You can follow 
best practices for accountability by establishing a culture of: 

 monitoring, reviewing and assessing your data processing procedures 
 minimise data processing and retention of data 
 building in data protection safeguards, including regular staff training 

As an integral part of this 'privacy by design' strategy, you may carry out a privacy impact 
assessment which can help you identify and reduce the privacy risks of your projects. 

Under GDPR, you need to carry out a privacy impact assessment: 

 when using new technologies 
 if the processing is likely to put at risk the rights and freedoms of individuals 

8. Appoint a data protection officer (DPO) 

The GDPR requires some organisations to designate a DPO. For example, public authorities 
or those organisations that regularly and systematically monitor individuals on a large scale. 
In cases where a DPO is not considered mandatory, an organisation can still designate a DPO 
on a voluntary basis, however the same requirements will apply to his or her designation, 
position and tasks as if the designation had been mandatory.  



 

 

9. Know the rules on international data transfers 

The General Data Protection Regulation imposes restrictions on the transfer of personal data 
outside the European Union.  
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German Data Protection Law  
 
In Germany, the GDPR is directly applicable and does not require any further implementation. 
However, the Federal Data Protection Act is a new German national regulation and therefore only 
applies within the Federal Republic of Germany. Although the GDPR takes precedence over federal 
law, nonetheless, for DPO’s acting within the Federal Republic of Germany it would be helpful and 
useful to know the extra policies that apply for data protection.  

A key change that took effect after the GDPR application is the increase of fines that could be applied 
for a breach of the regulation. Prior to the GDPR the maximum fine that could be given under the old 
Federal Data Protection Act was €300,000. The new provisions on fines under the GDPR may amount 
up to EUR 20 million or up to 4 per cent of the global annual turnover achieved, whichever is higher.  

Position of the data protection officer (DSB) 

The obligation to appoint or nominate a data protection officer under the GDPR is not very precisely 
defined in Art. 37 GDPR. Germany makes use of this clause but has further clarified and tightened the 
requirements as to when exactly a data protection officer must be appointed: According to the new 
Data Protection Act (BDSG-new from 2018), responsible bodies or contract processors must appoint 
a data protection officer if they employ at least ten persons permanently involved in the automated 
processing of personal data. According to this, a DPO must be appointed as soon as at least 10 persons 
are involved in the processing of personal data. (Section 38 (1) sentence 1 2nd Hs. BDSG-new) 

Transparency and documentation obligation 

The keyword "transparency" plays an important role in data processing in the new data protection 
provisions from 2018: According to Art. 12 para. 1 sentence 1 GDPR, information that must be 
communicated to data subjects under Art. 13 and 14 GDPR must be provided in a precise, transparent, 
comprehensible and easily accessible form in clear and simple language. 

According to this principle of transparency from the Data Protection Regulation, data subjects must 
be provided with even more comprehensive and comprehensible information about the nature and 
extent of the processing of their personal data. 

- The information rights of data subjects are governed by Article 15 GDPR 

- The data protection rights of persons whose personal data are processed have been significantly 
strengthened. For example, Art. 15 GDPR provides for a comprehensive right of information vis-à-vis 
responsible bodies, for example with regard to the processing purposes or the planned processing of 
personal data. 

The burden of proof for compliance with data protection has increased dramatically for responsible 
bodies. This obligation results in comprehensive documentation obligations with regard to compliance 
with data protection. (Art. 5 para. 2 GDPR) 



 

 

These and other comprehensive data protection provisions from the new Data Protection Regulation 
which require an organized data protection management system for companies and responsible 
bodies. These data protection management systems must meet the comprehensive requirements of 
the new Data Protection Regulation and be updated on an ongoing basis. 

Employee data protection 

Employee protection is also legally anchored in the GDPR: 

- Some principles from the old Federal Data Protection Act have been implemented here. By means 
of legislation or collective agreements, Member States may adopt specific provisions to ensure the 
protection of rights and freedoms with regard to the processing of personal employee data in the 
context of employment. The requirements for such legislation is described in more detail in Art. 88 (2) 
GDPR: These must include appropriate and specific measures to safeguard human dignity, legitimate 
interests and the fundamental rights of the persons concerned. 

- Germany has made use of the clause in Art. 88 (1) GDPR and made a new provision in the new Federal 
Data Protection Act of 2018 in Section 26 BDSG-new. These new provisions may therefore give rise to 
obligations regarding the adjustment of company agreements. 

Conclusion 

The BDSG-new cannot be regarded as an independent and complete law. It merely specifies and 
supplements the data protection law of the EU- GDPR. It cannot therefore be considered alone, but 
only in conjunction with the GDPR. 

  



 

 

Greek Data Protection Law 
 
Data protection in Greece can be first identified when the Universal Declaration of Human Rights 1948 
- Article 12 was established. It guarantees for the first time the right to protection of the private sphere 
of the individual against arbitrary interventions by third parties. It was ratified by Greece with Law 
2329/1953. In 1981, the Council of Europe Convention 108 on the Protection of Individuals against the 
Automated Processing of Personal Information remains the only legally binding international act in 
the field of the protection of personal data. It was ratified by Greece under Law 2068/1992 and 
entered into force against Greece on 1.1.1995. 
 
In 1995, Directive 95/45 / EC was transposed into the Greek legislation with Law 2472/1997 
"Protection of the individual from the processing of personal data”. Subsequently, Directive 
2002/58/EC was transposed into Greek legislation with Law 3471/2006 "Protection of personal and 
private data in the field of electronic communications". 
 
On 29 August 2019, the most recent Law 4624/2019 incorporated into the national legislation the 
Directive 2016/680 and the General Data Regulation 2016/679. The law was enacted nearly 15 months 
after the GDPR went into force and only after the European Commission referred Greece to the Court 
of Justice of the European Union for failing to transpose the Law Enforcement Directive before May 
6, 2018. 
 
Nevertheless, after the law was passed by parliament it established the Greek authority, the Hellenic 
Data Protection Authority (HDPA) to be the supervisory authority of the GDPR in Greece and 
established its powers and competencies. 

It should also be noted that the GDPR was implemented into the national legal framework but also 
supplemented based on the discretionary clauses that the GDPR allows for. Some of the differences 
can be seen below  

Consent 

 In Greece the age of consent is 15 years of age. If a minor is 15 years old and provides consent, 
their data in relation to information society services can be lawfully processed. If a minor is 
under the age of 15, the consent of parent or guardian is required. 

 
Processing data 
 

 The processing of personal data by public entities for purposes other than those for which 
they have been collected is permitted in cases in which it is necessary for the prosecution of 
offenses, public safety reasons and prevention of harm of another person. Similarly, the 
processing by private entities is permitted in cases in which they are subject to national 
security issues or the exercise or support of their legal claims. Such processing by private 
entities is permitted in order to prevent threats against national security or public health.   

Right of access  

 



 

 

 The right of access is restricted when there is not any obligation to inform the data subject or 
when their data has been recorded and cannot be deleted due to regulatory provisions. 
Examples of such cases is information that is stored on tax documents, fingerprints, passports, 
etc.  
 

 The right to erasure of personal data does not apply in cases of non-automated processing, 
when erasure is impossible due to the special nature of their storage or requires a 
disproportionate effort 
 

Fines and sanctions 

 In Greece the law leaves the provisions of the GDPR regarding administrative sanctions 
unchanged for private entities. With regards to public entities however, the sanctions are 
capped by the law up to 10,000,000 euros depending on the severity and duration of the 
breach. 
 

 Anyone uses data illegally, interferes with a system of archiving personal data, deletes it, 
copies it illegally is punished with one-year imprisonment. Furthermore, if the offender 
intends to unlawfully gain economic benefit for either themselves or others or to cause 
property damage and the total benefit thereof exceeds 120,000 euros, they can be punished 
with imprisonment reaching up to 10 years. 

  



 

 

Romanian Data Protection Law 
 
Prior to the GDPR being enforced in 2018, the relevant Romanian data protection laws were Law 
677/2001 regarding data protection and free circulation of data and Law 506/2004 regarding the 
Processing of Personal Data and the Protection of Privacy in the Electronic Communications Sector.  

Applicability of the Law no. 677: 

 The provisions of the Law no. 677 applied when the data controller (i) was domiciled in 
Romania, or (ii) used equipment or means to process personal data located in Romania. If the 
data controller used means and equipment in Romania, but was not domiciled in Romania, 
the data controller had to designate a representative in Romania. 

 The processing of personal data was defined by Law no. 677 as any operation or set of 
operations involving personal data, performed by automatic or non-automatic means, such 
as collection, recording, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure to a third party by transmission, dissemination or by any other means. The personal 
data controller was a natural, or legal person, which decides on the purpose and means of the 
personal data processing and operates a recording system of personal data collection and 
processing which provides specific criteria for accessing the respective data. 

 According to Law no. 677, the data controllers had to notify the personal data processing to 
the National Authority for the Supervision of Personal Data Processing (the “DPA”). The 
Notification was sent to the DPA before starting any processing or transfer of personal data. 
If the data controller processed personal data for two or more unrelated purposes, then it had 
the obligation of filling in separate Notifications for each of these purposes. The data 
controller had to notify the DPA prior to starting any processing of the personal data. 
Consequently, the data controller had first obtained the DPA’s confirmation that the 
Notification was valid and was assigned a registration number in the Register of Recording of 
the Personal Data Processing. After receipt of the above-mentioned confirmation, the data 
controller may start the processing and/or transferring the data. The obligation to submit 
Notifications with the DPA was in effect until May 25, 2018, when the GDPR become 
applicable. 

 Sensitive data are the data related to racial or ethnical origin, political, religious, philosophical 
opinion, criminal offences, minor offences or other convictions, trade union membership, as 
well as data regarding health or sex life. In addition to these data, under the Law no. 677, 
personal identification numbers, or other personal data with a general identification function 
i.e., national ID/passport details were considered sensitive data. The collection and processing 
of sensitive data required the prior and express consent of the owner of the data. 

 In accordance with the Law no. 677, the transfer of personal data to another country was 
subject to the filing of a prior Notification with the DPA. The transfer of data did not have to 
be authorized by the DPA if the data were transferred to an EU/EEA country, or to a non-
EU/EEA country for which the European Commission has issued an adequacy decision or other 
mechanisms were in place to ensure an adequate level of protection. The transfer of the 
personal data to the USA could be have done based on the Standard Contractual Clauses 
approved by the European Commission, US Privacy Shield or based on the consent of the data 
subject. 



 

 

The main act regarding GDPR is Law no. 190/2018 on the measures for the application of Regulation 
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such 
data, and repealing Directive 95/46/EC (General Data Protection Regulation), which entered into force 
on July 31, 2018. Law no. 190/2018 brings in some more rules on processing special categories of data, 
as well as some exemptions from the GDPR rules in case of certain categories of data processing. This 
law establishes the measures necessary for the national implementation of the provisions of, inter 
alia, Art. 6(2), Art. 9(4), Art. 37-39, 42, 43, Art. 83(7), Art. 85 and Art. 87-89 GDPR. 

This law is completed by other relevant laws and ordinances, like: 

 Law no.102/2005 regarding the setting up, organisation and functioning of the National 
Supervisory Authority for Personal Data Processing Law no. 129/2018 amending and 
supplementing Law no. 102/2005 regarding the setting up, organisation and functioning of 
the National Supervisory Authority for Personal Data Processing 

 Law no.506/2004 on the processing of personal data and the protection of privacy in the 
electronic communications sector  

 Law no. 682/2001 on the ratification of the Convention on the protection of individuals with 
regard to automatic processing of personal data, adopted in Strasbourg on 28 January 1981 

 Law no. 363/2018 on the protection of individuals with regard to the processing of personal 
data by competent authorities for the purpose of prevention, detection, investigation, 
criminal investigation and combating offences or the execution of sanctions, educational and 
safety measures, and on the free movement of such data 

 Decision of the National Supervisory Authority for Personal Data Processing no. 
174/18.10.2018 regarding the list of operations for which the impact assessment on the 
protection of personal data is mandatory (“Blacklist”) 

 Decision of the National Supervisory Authority for Personal Data Processing no. 
161/09.10.2018 regarding the approval of the procedure of performing the investigations. 

The Romanian Data Protection Authority is National Supervisory Authority for Personal Data 
Processing.  

 
 

  



 

 

Lesson 2: National Legislation and Harmonization 
 

Which body monitors the processing of personal data by EU institutions? 

o European Data Protection Board 
o European Data Protection Supervisor 
o Independent supervisory authority 

The GDPR allows Member States to maintain or introduce further conditions with regard 
to the processing of certain categories of personal data. Which is an example of those 
categories of personal data? 

o Data concerning a person’s health 
o Data concerning a person’s economic situation 
o Data concerning a person’s personal preferences 
o Data concerning a person’s location 

  



 

 

Lesson 3,4,5 

In which case must the controller inform the data subject of a personal data breach? 

o The breach has resulted in the loss of encrypted personal data 
o The breach involved personal data that had been rectified 
o The breach is likely to result in a high risk to the rights and freedoms of the data 

subject 
o The data subject had withdrawn consent to the processing before the breach 

occurred 

What does the term 'accountability' mean in the GDPR? 

o The obligation to be able to demonstrate compliance with the GDPR 
o The obligation to explain non-compliances 
o The application of mechanisms that can reduce data protection risks 
o The implementation of a data protection policy 

What can help the controller to demonstrate compliance with the GDPR? 

o Adherence to an approved code of conduct 
o Maintenance of the records of processing activities 
o Implementation of data protection policies 
o All of the above 

The GDPR requires consent by the data subject for any and all data processes?  

o True  
o False  

Within how many hours is a controller obligated to notify the competent supervisory 
authority of a “personal data breach”? 

o 72 hours 
o 48 hours 
o 24 hours 

In which cases can processing health data without the consent of the individual be lawful?  

o preventive medicine purposes and diagnosis assistance 
o management of health or social services  
o reasons of public interest 
o All of the above  

 



 

 

What are the four main criteria for consent to be valid under DGPR? 

o consent must be ‘freely given, specific, informed and an unambiguous indication of 
the data subject’s agreement’ 

o consent must be ‘freely given, thoroughly explained and given after a list of rules is 
provided to the individual’ 

o consent must be ‘given voluntarily, unambigiously, in writing or digitally and with 
tangible proof’  

 

 


