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Welcome to GDPR4H, a co-funded by the Erasmus+ project under Key Action 2: 
Strategic Partnerships for vocational education and training. This Handbook is 

specifically designed to support students throughout their engagement in the learning activities. It 
provides an overview of the project’s scope, key activities and expected outcomes and provide 
concrete information on the pilot implementation of the newly developed Joint DPO VET Curriculum 
through a Work Based Learning (WBL) Scheme.  
 
WBL will offer an opportunity to learners or future employees to test the applicability of knowledge 
gained through the online courses and understand the context and challenges of a DPO professional 
career in a real working environment.  
 

In specific, the following issues will be dealt with: 

 Importance of WBL approaches for learners  
 Benefits for learners to be DPOs in the near future 
 Content of the Work-Based Learning in alignment with the Joint DPO Curriculum 

 
 

GDPR4H project aims at 
 

 Developing enhanced regional and cross-regional partnerships to ensure that a sufficient 
number of healthcare employees and learners receive the right training / education based on 
current needs 

 Connecting educational and vocational training 
with healthcare industry and organisations in a 
more systematic and coherent way 

 Developing an environment that is going to 
fester employability of employees in the 
healthcare sector, providing adequate tools 
that will better their working conditions and 
the quality of services provided. 

 lmproving comparability and transfer of skills 
and competences focusing on-line training of 
current healthcare employees based on a 
blended approach, while introducing 
innovative education/ training initiatives. 

 Raising awareness and improving the knowledge on patients' data privacy protection as weil 
as providing concrete information on rising legal aspects 

 
You may find more information about the project, the educational material and the WBL on the link: 
https://mooc.gdpr4h-project.eu/  
 
 
 

Introduction  

Objectives  

Mediacal and law 
associations

DPOs

Trainers, HR 
managers 

and doctors



 

 

 
The development of an online training 

course which will be piloted through a Work Based Learning Scheme are the core activities of the 
project. As a partnership, we have developed two courses:  

 the Joint DPO VET Curriculum, which tries to address skill gaps of current and future DPOs in 
terms of the following: 

 Law skills related to health data 
 Soft skills  
 IT tools that are useful for DPOs 

 the Awareness Raising Training Course, a simplified version which covers the basic knowledge 
terminology related to data protection and does not provide a certification. 

 

DataPro Pilot Implementation of the Joint DPO VET and Data Protection Awareness Raising Curricula 
will be divided into 2 phases:  

1st phase 

It entails the learner’s theoretical training, which will be conducted individually through an online 
course, as described in the previous section.  The Joint DPO VET course is designed to last 3 weeks. 
The actual duration of the course depends on the acquired knowledge, the level of engagement and 
the time dedicated by each learner within the day.  

After registration, the learner is requested to take a pre-course survey in order to self-assess their 
current knowledge on the field. The training materials are structured as follows:  

 

 GDPR4H Online Course and WBL  

Structure  
 

Module 1 

The first module is related with the importance of data protection in law, 
highlighting the following: 

 The importance and necessity of GDPR 
 Competency in the field of GDPR 
 National legislation and harmonization  
 Effective data protection strategies 

 



 

 

 

At the end of the project, the learner will be asked again to fill in a post-course survey. This will help 
them test their newly-acquired knowledge and will contribute to the overall assessment of the quality 
of the course and its improvement if this is considered necessary.  

2nd phase 
The GDPR4H training for DPOs is followed by a Work-Based-Learning phase. If the WBL runs face to 
face, the procedure is the following: 

 The DPOs and interested learners are employed 24 hours in total in a business environment 
in which they will complete their training. 

 This phase is an internship and the trainee should experience the requirements of data 
protection under GDPR in practice.  

 After the completion of the WBL scheme, all learners complete their assignments and 
evaluate the programme. 

The Work Based Learning is an opportunity for learners to acquire a short-term working experience 
as part of a process “learning by doing”.  

  

Module 2 

The second module is related with IT tools and methodologies that are 
important for a DPO: 

 Introduction to information 
 Information security basics 
 Risk management  
 Data breaches and IT tools 

 

Module 3 

The third module is related with soft skills that are important for a DPO: 
 Communication duties of a DPO 
 External and internal communication 
 Crisis management 

 Case study 



 

 

 

Indicative sections to be covered by the employer during the WBL 

 Definition of data breaches 
 Restrictions in making use of GDPR and obligations of the companies  
 Importance of exploring potential data breaches 
 Description of DPOs tasks concerning campaigns 

 

The WBL part in health companies can be accomplished by 

 Real case scenarios: The participating organizations will draft realistic scenarios in relation to 
theoretical training that DPOs have completed.  

 Asynchronous videos: The GDPR4H created pre-recorded videos that describe case studies 
and real-case scenarios to learners. 

The framework of the Work-Based Learning could be summarized as follows:   

Overview 
Activity Duration 

A. Online training  3 weeks (approximately 30h in total) 

B. Work-based learning  3 weeks (approximately 24h in total) 

Tutors/Trainers 

The WBL process is to be supported by a tutor/trainer who have a mediating role between the learner 
and the employer. The tutor/trainer is responsible for collecting feedback from the employer, 
checking and grading the practical assignments (in cases this mode is selected) and participating in the 
mentoring sessions/conversations (unless otherwise agreed with the employer).  

Since COVID-19 pandemic imposed the challenge of not completing in time the project, as well as of 
not formulating face-to-face seminars, the consortium decided that the WBL should be tailored-made 
to the needs and challenges of this era. In this context, the GDPR4H consortium applied an innovative 
policy, within which created a holistic e-WBL scheme, involving real-case scenarios and videos. The 
benefits of this approach are: 

 The learner can also complete the E-WBL whenever they want;  
 The programme tries to transfer the learner though real-case scenarios in business 

environment; 
 Remind the learner of the importance of data protection in real life, through applied 

scenarios. 
  

E-WBL and COVID-19 
 



 

 

Within the GDPR4H project the consortium developed 

 Real case scenarios in relation to theoretical training that DPOs have completed. These real 
case scenarios were sent via email to learners.  

 Asynchronous videos, which were pre-recorded and describe case studies and real-case 
scenarios to learners. 

 

 

 

 The learner will be better prepared for the tasks that he/she has to deliver in a real working 
environment, related to data protection of health data; 

 The in-company DPO Officer (the employer in general) will understand better the needs of the 
learners and will establish or improve their in-house training strategies; 

 The learner acquires a set of technical and soft skills which can be used later in their work. 

 

In times, when internships in health companies are possible again, (after Covid19) the VET provider 
can decide whether to implement WBL in presence (what is recommended) or to deliver the virtual 
version. 

 

 

The GDPR4H project foresees that this handbook can help learners to use it in their work, and though 
the completion of their GDPR4H course. In this context, we list the following tools and resources for 
further reading: 

 Health, available at: https://edps.europa.eu/data-protection/our-work/subjects/health_en  
 The new EU Regulation on the protection of personal data: what does it mean for patients? 

Available at: https://www.eu-patient.eu/globalassets/policy/data-protection/data-
protection-guide-for-patients-organisations.pdf  

 Health data in the workplace, available at: https://edps.europa.eu/data-protection/data-
protection/reference-library/health-data-workplace_en  

 Health 2020, available at: 
https://www.euro.who.int/__data/assets/pdf_file/0011/199532/Health2020-Long.pdf?ua=1  

 OECD, available at: https://www.oecd-ilibrary.org/social-issues-migration-health/health-at-
a-glance-europe-2020_82129230-en  

 Assessment of the EU Member States’ rules on health data in the light of GDPR, available at: 
https://ec.europa.eu/health/sites/health/files/ehealth/docs/ms_rules_health-data_en.pdf  
 

Benefits for learners    

Other tools and resources 


